Appendix No. 6 to Terms of Issue and Service of Bank Cards of
Evrofinance Mosnarbank
EVROFINANCE MOSNARBANK BANK CARD HOLDER INSTRUCTIONS
Dear Mr.(Ms.) ___________________________________________________,
(Full name)
Thank you for becoming a Evrofinance Mosnarbank (hereinafter the Bank) Card Holder! 
To settle accounts with the use of the Card, you have Account No. ___________________________.
Please familiarize yourself with this Instruction Sheet:
Definitions used in this Instruction Sheet have meanings similar to those specified in Terms of Issue and Service of Bank Cards of Evrofinance Mosnarbank. 
1. General 
1.1. The Card shall expire on the last day of the month specified on the face of the Card.
1.2. The Account shall be deposited in cash or cashless form.  Cash shall be deposited to the Account in currency of the Account. Cashless receipts in a currency other than the Account currency shall be converted at the Bank’s rate as of the date of operation processing.
When crediting the Account in cashless form, the following Bank details shall be used:
In Russian rubles:
Evrofinance Mosnarbank
INN (Taxpayer Identification Number) 7703115760, BIK (Bank Identification Code) 044525204, Correspondent Account 30101810900000000204
with the Headquarters of the Bank of Russia, Central Federal District
Account number (please specify the Client Account Number) 
Purpose of payment: (e.g. crediting of account No. _________________)
In US dollars
Pay to: JPMorgan Chase Bank, N.A., New York, CHASUS33XXX
for account No.400950561 of Evrofinance Mosnarbank, Moscow, RUSSIA, EVRFRUMMХХХ
in favor of:  
beneficiary's account number (the Client’s account number)
beneficiary's name (the Client’s name) 
In Euros: 
 VTB Bank (Deutschland) AG, Frankfurt-Am-Main 

SWIFT: OWHBDEFF

for account № 0103144390  EUR of Evrofinance Mosnarbank, Moscow 

EVRFRUMMXXX

in favour of:  

beneficiary's account number (the Client’s account number)
beneficiary's name (the Client’s name)
2. Use of the card 
2.1. The Card shall be an instrument of cashless settlements and designated for your operations within the Credit Limit.
2.2. For the purposes of the Card Holder identification during Card transactions, you received an envelope containing your Personal Identification Number (PIN) along with the Card. Make sure it is securely sealed.
When opening the envelope, make sure that nobody can see the PIN except yourself. Do not store the envelope with the PIN together with the card and never write the PIN on the Card. Do not write the PIN in a way that someone else can see it. Remember your PIN and destroy the envelope immediately afterwards. Do not tell your PIN to any third party (no one, including the Bank employees, shall know your PIN and no one may ask the Holder to provide it).
2.3. It is forbidden to transfer personal data of the Holder as well as the Account and Card details to third persons in any form except cases of use of the Card as a payment facility.
2.4. The Bank’s phone number is specified on the back of the bank card. You are also required to have the Bank’s contact phones and the Card number with you at all times, using a different media, such as a notebook, mobile phone and/or other information media, as long as they are kept separately from the PIN record.
2.5. For the purposes of interaction with the Bank, you should use only communication media (mobile and land line phones, faxes, interactive websites/portals, postal and electronic mail) specified in the documents received directly at the Bank.
2.6. Perform operations with the use of ATMs installed in secure places (e.g. in state institutions, bank branches, large shopping centers, hotels, airports, etc.).
Do not use devices requiring the PIN for access to the room where an ATM is installed.
When inserting the bank card in an ATM, do not force it. If you can not insert the bank card, do not use such an ATM.
2.7. Before using an ATM, make sure that no foreign objects (cover pieces) are present on the keypad and card receiver of the ATM. If the ATM does not work or your operation fails, it is forbidden to give the Card to occasional “assistants”. When using a card with a PIN entry, make sure that nobody can see the PIN entered. Upon completing the operation, take away the Card in a good time. When paying for goods and services, it is forbidden to use the Card out of vision of the Holder.
2.8. In case of incorrect operation of an ATM (e.g. long period of standby mode, spontaneous rebooting), refrain from the use of such an ATM, cancel current operation by pressing “Cancel” button and wait for return of the bank card.
Require performance of operations with the bank card in your presence only. It is necessary to reduce the risk of unauthorized receipt of your personal data specified on the bank card.
2.9. When using the bank card to pay for goods and services, the cashier may require the bank card’s holder to provide the passport, sign a receipt or enter the PIN. Before entering the PIN, make sure that nobody in close proximity can see it. Before signing a receipt, you should verify the amount specified in the receipt.
2.10. When using the Card, you may perform operations with authorization and without it, with the use of the Card’s details or the PIN in cases specified by the rules of International Payment System.
2.11. The Holder should check the paid amount before signing a Document for Operations with the Use of Cards. The Holder shall not be entitled to sign a document where no operation amount is specified. In case of failed operation, canceling or return operation, you should require an appropriate Document for Operations with the Use of Cards and store it by all means.
2.12. When performing an operation for cash receipt in an ATM, you should exactly follow the instructions displayed on the screen.
2.13. Upon receipt of cash in an ATM, count banknotes sheet-by-sheet, make sure that the bank card was returned by the ATM, wait for issue of the receipt under its request, put cash into a bag (purse, pocket) and only afterwards get off the ATM.
3. Security measures in case of use of the Card / unauthorized access to the Account and safety of funds thereon
3.1. Do not transfer your Card (its details) to third persons for use.
3.2. Remember that your Card’s details are a “key” to your Account, they should not be known to third persons. 
3.3. Keep your PIN and Card number in secret, do not allow its unauthorized use.
3.4. Do not reply to emails which request confidential information or propose to perform any actions with a link provided in the mail.
3.5. Store documents confirming transactions performed with the Card for sixty (60) calendar days after the transaction date. 
3.6.  Control correctness of displaying of operations with your Account and remainder of funds on the Account in accordance with Terms of Issue and Service of Payment Cards of Evrofinance Mosnarbank. 
3.7. Be careful when performing Card transactions via Internet. Do not perform any active transactions with the Account, checking messages from the Bank in public Internet access facilities, such as Internet cafés, public libraries, etc. According to the International payment systems’ rules, card transactions performed via Internet, mail or phone are considered “risky”. Account transactions conducted with the use of the Card and/or Card details via the Internet and similar networks shall be deemed as conducted personally by the Holder. When performing a purchase, some Internet-shops require entering CVV or CVV2 (a three-digit number specified on the back of the Card, on the signature strip or in a special box). Entering this code provides additional verification of your Card for the seller; your transaction may be rejected without it. 
3.8. Do not use PIN when ordering goods and services via Internet and phone/fax.
3.9. In order to prevent illegal actions for withdrawal of all funds from a bank account for payment of purchases via Internet, use a separate bank card (so called virtual card) with a limited amount which is destined only for the purpose specified and does not allow trade and service operations.
3.10. Make sure the addresses of websites you visit to buy something are correct, since similar web addresses may be used for unlawful acts.
3.11. In order to keep confidentiality of your personal data and/or card (account) data, make a purchase from your own computer.
If a purchase is made using a computer other than your own one, do not save your personal data and other information on it, and make sure your personal data and other information was not saved after completing all transactions (by reloading the page where the purchase was made).
3.12. In case of loss or illegal use of the Card, you should immediately inform the Bank hereof by phone: 8-800-200-8-600 (during business hours), or Processing center by phone +7 495 924-75-00  and block the Card. The Bank blocks the Card free of charge. Following the verbal statement, the Bank shall take measures to block the Card at a level of Authorization denial. Within one (1) business day from the date of your verbal statement about, you should submit to the Bank a written application specifying the circumstances hereof and applying documents listed in Terms of Issue and Service of Payment Cards of Evrofinance Mosnarbank.
3.13. Protect the Card from mechanical damage and strong electromagnetic fields. In case of damage to the Card or its magnetic strip, please contact the Bank.
Evrofinance Mosnarbank thanks you for your request and looks forward to further mutually beneficial cooperation!
